
RESEARCH REPORT:

Are Facilities Prepared to Meet  
the Demands of the Digital Age?

The findings demonstrate that most building professionals believe operational data is 
valuable. Many shared that their organizations’ leadership also recognizes the mission-
critical nature of their facilities. 

At the same time, the results indicate that many businesses are still searching for the best 
way to gather, analyze and trend performance data. The building industry is slow to adapt 
to the use of Internet of Things (IoT) devices, which can transmit data and connect wirelessly 
to networks. Instead, the industry continues to focus on legacy systems and processes. The 
results of this survey highlight a greater need for change, including increased data analysis 
and a greater emphasis on cybersecurity protection. 

It is encouraging for building and facility managers that through the growth of data and 
increased use of IoT devices and smarter assets, operational excellence in energy efficiency 
and reliability can be achieved. This report provides information regarding methods to 
optimize performance data for facilities.

This report provides the results of a recent OSIsoft survey on how more than 700 facility managers 
in the United States leverage performance data and what challenges they commonly encounter. 
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Executive Summary

The survey results leave us with a big question: 
Is the buildings industry truly prepared to embrace 
smarter facilities as mission-critical assets? 
The overarching theme of 
the survey findings is that 
while there is high demand 
for smarter facilities, far 
too many buildings are not 
keeping pace with data 
collection, analysis and 
protection with what they 
have available today. 

Even though the majority of facility managers (80%) believe that the demand for data will be 
greater over the next five years, many of them are not fully or regularly using data to improve 
their situation. A startling 58% either review their data when there is a system failure, or they 
only analyze it once a year or not at all. This leads to inefficiencies, a lack of condition-based 
maintenance or predictive maintenance and a wait-for-failure model. 

Facility automation and control combined with a lack of security can lead to risks and vulnerability 
that may leave many facilities exposed to cyber-attacks. One common industry trend is the use of 
outsourcing for automation and control systems support. This trend is evident in the survey results, 
which showed that 65% of respondents outsource and allow vendors remote access.

The survey also showed that additional security measures are not included in 65% of remote 
managed scenarios. The majority of respondents (57%) have not conducted a full assessment 
to understand their vulnerability to a cybersecurity attack, while another 33% have no plans to 
mitigate the risk to their building management system.

Our findings indicate that the facilities market is in a transition period where buildings have yet to 
fully achieve their smart potential and building managers are struggling to pivot from a reactive 
to a proactive management strategy. Yet we are confident that facilities managers recognize the 
growing need for better facility data and are interested in embracing new solutions.



RESEARCH REPORT: Are Facilities Prepared to Meet the Demands of the Digital Age? 3

Highlights

1 8 percent were marked as “other”

Facility Profiles: 
Which of the following best describes the type of facility you manage? 

Academic  
Campuses

Airports

Government  
Properties

Corporate 
Office Space

Data Centers

Manufacturing  
Buildings

Healthcare 
Facilities

Sports/Entertainment 
Facilities

Other1

Retail
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Leadership Support

Support from executive 
leadership is critical when 
transitioning to a smart 
building. When asked if the 
management team considered 
its facility mission-critical to the 
organization’s core mission,  
85% responded positively.  
Top-down support is good news 
for facilities managers, especially 
when they need to request 
capital funding for a building 
improvement or implement new 
software tools to collect and 
analyze data.

Does the management of your organization understand the mission-critical role 
facilities provide in supporting the organization’s core mission?
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Does your building management system have the same level of support as your 
IT systems in terms of security, availability, disaster recovery, and maintenance?

Equal Investment

Should a building management system receive the same level of support as IT systems? 

Unfortunately, 33% of respondents did not feel like they had the same level of  

security, availability, disaster recovery and maintenance as their company’s network.

As more organizations turn to 
third-party tools that support 
building management systems, it 
is critical to be aware of vendors 
that require remote access. 
These backdoors can create 
a security vulnerability that 
allows someone with nefarious 
intentions to access the network 
and all connected systems. 
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Backdoor Protection
 

2 https://www.zdnet.com/article/anatomy-of-the-target-data-breach-missed-opportunities-and-lessons-learned/
3 https://www.nbcnews.com/business/business-news/target-settles-2013-hacked-customer-data-breach-18-5-million-n764031

Backdoors can lead to major 
consequences for businesses.  
For example, in 2013, Target 
suffered a data breach2 that 
comprised over 40 million  
credit cards. This breach was 
enabled by remote access through 
a third-party facility service. Target 
was forced to pay $18.5 million3 to 
settle a multistate investigation.

Best practices for industrial control and IT systems do not allow third-party access to 
mission-critical systems. Building management systems should follow suit, yet 65 percent 
of respondents said their service contracts give the vendor remote access to their building 
management system. Building managers should carefully read all service contracts to ensure 
they aren’t vulnerable to this type of unlimited access.

Are any of your building management systems under a service contract that 
allows your vendor to access them remotely?
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Data Analysis 

Building systems can generate 
millions of data points, but 
sensor information is only useful 
if it’s analyzed and trended. The 
survey findings show a critical 
gap in how often system logs or 
data are analyzed.

How often do you trend operational data to compare and understand  
asset performance?

Once a week
Never

Once a year

Only if 
an issue

To improve efficiency and be smart you must analyze performance 
in real time, not one year after the event took place.

Once a month
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Twenty-two% only look at data when a concern arises, and 6% never examine their data. 
Meanwhile, a shocking 50% of respondents review their data once a quarter or less a year. 
This lack of awareness means some facilities are missing opportunities to decrease their 
energy spend—you can only manage what you measure. 

Anecdotal Story  
One campus in central Texas relied on 

outsource vendor support from a third party 

vendor. The vendor made a modification that 

deleted this control, which meant the facility 

did not setback for after-hours operations 

during nights or weekends. Because the 

building team wasn’t trending its data, they 

were unable to pinpoint when the change 

was made.”

How frequently do you analyze system logs or data to determine if there have 
been any changes made to the building management system?

Change Management

Once a week

Never

When a 
concern

Twice a year
Once a month

Once a quarter

Once a year
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Cybersecurity

Cybersecurity is growing 
more complex as the types of 
attacks multiply. Although 43% 
of respondents had already 
completed a review to understand 
their risk and vulnerability from 
cybersecurity threats, 57% 
still have not conducted a full 
assessment. Buildings that are 
mission critical cannot be left 
defenseless against malicious 
software attacks.

Have you completed a review to understand your risk and vulnerability from 
cybersecurity threats to your building management system?

Not yet,  
but plan 
to

Other

Yes

No

Partial
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Have you implemented new technologies to 
increase security and threat protection of your 
building management system?

Do you have a plan to mitigate any risks to the operations of the building 
management system?

Cybersecurity
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Incident Recovery

In the event of an incident, building management systems can be restored to previous 
functionality if facility engineers have documented its current configuration and code. We 
were pleased to find that 78% of participants had this information on file. The remaining 
22%, however, are at risk of extended downtime if they experience an event. 

Have you documented the current configuration and code of your existing 
building management system, so that in the event of an incident the system can 
quickly be restored to current functionality?
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Real-Time Notifications

Are you able to receive notifications and alerts from your building management 
system regarding operation and environmental conditions in your facility?

85% of participants receive 
notifications and alerts from 
their building management 
system. Real-time communication 
provides facility engineers with a 
detailed look at the operational 
and environmental conditions 
of their property. This alert 
notification is the first step in 
awareness and allows staff to 
identify defined system faults 
and alarms. The next step is 
to use analytics to identify 
and rectify fluctuations in 
performance.
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Automated Work Management

Because the facilities department 
is often understaffed, engineers 
and managers typically rely on 
occupant complaints to indicate 
there’s a problem. A building 
management system that is 
integrated with a work dispatch 
or maintenance system, however, 
can create service tickets based 
on specific conditions. This 
actionable information leads 
to faster resolution and better 
customer service. Unfortunately, 
the majority of responses (63%) 
indicated this functionality is not 
being leveraged.

Does your building management system interface with your system to create 
service tickets based on certain conditions?

No
Yes

N/A
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Smart Technologies

Smart Technologies Installed Planned/
In Progress No Plans

Automated blinds 13% 11% 76%

Demand response 22% 15% 63%

Dynamic Glass 17% 17% 65%

Energy Storage 21% 22% 57%

Light Harvesting 19% 18% 63%

Renewable Energy 12% 20% 68%

The availability of smart technologies for commercial buildings has increased exponentially in 
recent years. Lower prices, tax incentives and utility rebates have also made their adoption more 
affordable. Common applications include:
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The Future of Data

It’s hard to predict what the buildings 
industry will look like in five years, 
but we asked survey respondents 
about the importance of operational 
data in the future:
• 73% responded it was likely or highly 
likely that there will be greater demand for 
performance data.

• 80% said it was likely or highly likely that 
new legal or regulatory requirements will 
increase the need for building data.

• 52% felt it was not likely that occupants 
would have more control over their comfort 
settings.

Thinking of the next five years, please give your thoughts on the likelihood of 
the following for your facility/facilities:

Facilities operating 
data will be needed  for 
new legal or regulatory 
requirements

Occupants will have 
more control  over their 
comfort settings

There will be greater 
demand for facility 
operating data
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No

Yes

When asked if their current situational awareness provides a real-time status of facility 
systems, 62% answered yes. That leaves 38% at present who do not have the ability to 
monitor their equipment and respond to unexpected changes, a challenge that will almost 
certainly compound as time goes on.

Do you currently have sufficient situational awareness of the status of your 
facility systems in real time?

Situational Awareness



RESEARCH REPORT: Are Facilities Prepared to Meet the Demands of the Digital Age? 17

Challenges

1. Situational Awareness
While the majority at 62% stated they have situational awareness of the real time operations and this may be a metric tied to the 85% who stated they get 

alarms and notifications. The challenge is that this high level of perceived awareness is in conflict with the 78% that do not analyze the asset performance 

more than once a month or the 50% that do not monitor the logs for system changes more frequently than once a quarter. The findings suggest we are 

aware of our failures not our efficiency.

2. Cybersecurity
While the majority at 67% stated the building systems have the same level of support that IT provides to the IT systems, there again is some conflict with 

other responses. Any IT mission critical system would have been assessed for vulnerabilities and there would no excuse for not having a remediation 

plan. So when 57% have not completed a risk and vulnerability review and 33% do not have any plans for mitigation, then the level of support is 

severely different than what an IT department provides in service. What compounds this issue and raises the risk to a severe level is the 65% that 

allow for 3rd parties to have remote access.

3. Energy Efficiency
While it was promising to see 48% of the survey respondents have purchase energy management software, the effectiveness of this software is have 

data to find waste and inefficiencies. The level of analysis performed on the data raises the question to level of value has been achieved from this 48% 

deployment. There are hundreds of analytics from measuring and optimizing delta T, chiller and boiler efficiencies to fault detection and diagnostics that 

could all be leveraged to find and optimize energy efficiency.

The results also show that the adoption of smart technology is slow. Between 52 and 76% of organizations do not plan to install automated blinds, 

demand response, dynamic glass, renewable energy, light harvesting or energy storage. Between 41 and 48% have no intention of implementing IoT 

devices like chilled water pipe temperature monitoring, refrigeration failure or submeters. There are many factors that influence how and when an 

organization adopts new technology; this is certainly an area for further exploration.

While the majority of participants forecast that the demand for building data will increase in the future, 
many face a number of difficulties when leveraging their current data. Existing challenges include:   



RESEARCH REPORT: Are Facilities Prepared to Meet the Demands of the Digital Age? 18

Takeaways

There are tremendous opportunities for facility professionals to achieve higher levels of operational 
efficiency with building performance data. This is an exciting time to adopt new technology that can 
exponentially improve the way facilities are monitored and managed. Building professionals have 
a wide array of strategies that can match their facility needs— everything from solar heat gain and 
electricity demand to occupancy comfort. 

While market hype for technology is high, our customers are taking a more reserved 
approach. Many facility professionals are focused on traditional issues such as physical 
security and lighting controls. While these are understandably a top priority, building 
engineers also need to invest more of their resources into data management. A first 
step in the right direction is scheduling data analysis and trending on a real-time basis.  

Lastly, facility managers should make the case to their organizational leadership that 
their buildings are mission-critical assets. This mindset will help discourage some of 
the reactive or passive approaches to data management found in the survey. Not 
completing a cybersecurity review, allowing third parties to have remote access and 
not documenting system configuration are all vulnerabilities that should be avoided.  
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About OSIsoft

For over 38 years, OSIsoft has been dedicated to helping people 
transform their world through data. Our software turns the vast data 
streams from sensors and other devices into rich, real-time insights. 
You’ll find the PI System in oil refineries, mining sites, wind farms, 
national labs, pharmaceutical manufacturing facilities, distilleries, data 
centers and even stadiums helping people save energy, increase 
productivity or develop new services. Worldwide, the PI System handles 
more than 1.5 billion sensor-based data streams. Founded in 1980, 
OSIsoft has over 1,200 employees and is headquartered in San Leandro, 
California. To learn more, please visit www.osisoft.com.

Visit our Facilities page to learn how our customers are using the  
PI System to improve their facilities and campuses. 

Contact us at +1 510.297.5800
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